
A recent Forrester report brought to light the massive benefits of using bug bounties to support a 
mature information security organization. It’s definitely worth a read. 

Here are five key insights we’ve discovered from the report.

Current Methods Fail to Detect Flaws in Web Apps
According to the Verizon Data Breach Report 2019, web applications are the top method for hacking 
into an organization to steal data. 

Despite penetration tests and automated security testing in many DevOps pipelines, vulnerabilities in 
web apps are still making their way to production. 

The current methods of finding vulnerabilities fail to use the human intuition necessary to find 
complex vulnerabilities in web apps. A recent Forrester report acknowledges that “the usual forms of 
security testing, such as penetration testing and prerelease scanning, can fail to protect [the 
production] environment.”

Bug bounties bring the power of experienced hackers to bear for you. Your application is continuously 
tested with real-world attacks, which surface complex vulnerabilities that can be fixed before they are 
exploited.

The Forrester report highlights how the U.S. Department of Defense has harnessed the power of 
crowdsourced security through its crowdsourced security initiatives in partnership with HackerOne. 
Although the DoD’s “Hack the Pentagon” program ran for less than a month, hackers uncovered 138 
legitimate, unique vulnerabilities. Other methods of testing had failed to uncover these same 
vulnerabilities. To date, HackerOne and the DoD have found more than 10,000 security vulnerabilities 
that represented real-world risks.

Bug Bounty Programs Discover More Critical Flaws Than Other Methods of Testing
Simple and basic flaws are easy to find with automation. But complex vulnerabilities -- which have 
come to define today’s security landscape -- defy automated systems. 

 

Why Leading Businesses are Turning to 
Crowdsourced Security for Web Apps 

https://www.hackerone.com/sites/default/files/2019-07/Find_Elusive_Security_Def.pdf
https://www.hackerone.com/sites/default/files/2019-07/Find_Elusive_Security_Def.pdf
https://enterprise.verizon.com/resources/reports/dbir/2019/results-and-analysis/
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Bug bounty programs harness security researchers’ vast wealth of experience to find severe flaws no 
automated process could detect. In fact, bug bounty researchers often find vulnerabilities penetration 
testers miss. According to Forrester, “[B]ug bounty programs found seven times more critical 
vulnerabilities than traditional security assessment methods.”

HackerOne customer Jonathan Kames, CISO of Quantopian, started using bug bounties when he 
suspected penetration tests weren’t enough. “We started receiving reports from hackers of 
vulnerabilities which the consulting firm should have found but didn’t. We decided we needed to try 
something different.”

For better results, Quantopian implemented a public bug bounty program on HackerOne. In just eight 
months, they paid out over $55,000 in bounties and resolved nearly 80 vulnerabilities. Over 60 hackers 
participated.

Use Bug Bounty Programs to Tailor Prerelease Security Testing Rules To Catch More Vulns
If your prerelease security testing software only alerts developers to the most critical vulnerabilities or 
peppers them with false positives, you’re wasting your money. 

Scanning tools need to provide actionable insight to development teams so they can fix vulnerabilities 
before they reach production environments.

Review bug bounty findings to find out what could have been caught using scanning rules, add new 
rules, and run them as a regular part of your pipeline.

You’ll reduce false positives by relying on real data instead of the default ruleset given to you by the 
vendor. Your rules, tailored to your needs, will give developers the best feedback possible to keep your 
applications secure.

Bug Bounty Programs Encourage Security Teams to Create Well-Defined Vulnerability 
Management Programs
Software isn’t made more secure when flaws are discovered, but when the flaws are fixed. Bug bounty 
programs introduce new flaws at a steady rate. You need to be prepared to handle them.

A well-defined vulnerability management program is essential to incorporating hacker-powered 
security into your SDLC. Set up a process to triage vulnerabilities, rate their criticality, and quickly notify 
the right development team for remediation. Keep track of vulnerabilities to ensure they’re fixed 
promptly.

https://www.hackerone.com/resources/next-gen-application-security
https://www.hackerone.com/resources/next-gen-application-security


When your bug bounty program is up and running, you’ll need a reliable pipeline to handle the bug 
reports coming in. You’ll not only benefit from the bug bounty, but you’ll also establish a mature 
process you can use for vulnerabilities found using other processes.

Publicizing Bug Bounty Programs Can Boost Your Brand By Showing the Public Your 
Company Takes Security Seriously
Don’t be ashamed of using a bug bounty program. Instead, use it to attract both talent and customers.

HackerOne customer Yelp launched their bug bounty program back in 2014. The report notes: “Yelp 
uses its bug bounty programs to help attract security talent by showing confidence in security 
practices.” Yelp’s public program has attracted a wide and diverse pool of talent.

Public bug bounty programs give you continuous coverage by engaging a larger group of researchers. 
On average, public programs engage 3.5 times the number of hackers reporting vulnerabilities. Public 
programs like Yelp’s maximize your program’s visibility and boosts your brand, showing your 
customers your deep commitment to security. Even with a public program, you retain control: bug 
reports can remain private or redacted, you can decide on disclosure timeframes, and you set your 
own bounties. 

Check Out the Proof Yourself
You can grab a copy of the Forrester report and see for yourself the benefits of using bug bounties.

Using hacker-powered security as a strong addition to your security program. Find more (and better) 
bugs, create more mature security processes, and increase confidence in your brand with 
hacker-powered security.

To learn more about how HackerOne is keeping businesses and their customers safe, check out our 
Forrester Total Economic Impact Report, Hacker Report, and case study showcasing how we helped a 
leading customer get SOC II ready.

https://www.hackerone.com/blog/Celebrating-Alongside-Yelp-100-Day-Milestone
https://www.hackerone.com/sites/default/files/2018-11/The%20Beginners%27%20Guide%20to%20Hacker-Powered%20Security-11-2_0.pdf
https://www.hackerone.com/sites/default/files/2019-07/Find_Elusive_Security_Def.pdf
https://www.hackerone.com/resources/forrester-total-economic-impact-study-hackerone
https://www.hackerone.com/resources/the-2019-hacker-report
https://www.hackerone.com/resources/grand-rounds



